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AUDIT AND ASSURANCE COMMITTEE

Meeting date: 20 March 2018

From: GROUP AUDIT MANAGER 

INTERNAL AUDIT PROGRESS REPORT TO 31 JANUARY 2018

1.0 EXECUTIVE SUMMARY

1.1 This report provides a summary of the work of Internal Audit for the six 
months up to 31 January 2018.

1.2 Key points are:

 Work is progressing on the completion of outstanding 2016/17 
audit work and work from the 2017/18 audit plan is well 
underway.

 The level of risk based audits receiving Reasonable or higher 
assurance is currently 65% (taking account of all current draft 
and final audit reports issued).  This is consistent with the 
position reported at 10 November 2017 and is an increase on 
the same period last year when the figure was 56%.  

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 Internal Audit’s work is designed to provide assurance to management 
and members that effective systems of governance, risk management 
and internal control are in place in support of the delivery of council plan 
priorities.  

2.2 The Audit Plan aims to deliver a programme of internal audit reviews 
designed to target the areas of highest risk as identified through the 
corporate risk register together with management and internal audit view 
of key risk areas.

2.3 The Accounts and Audit Regulations (2015) require the Council to 
undertake an effective internal audit to evaluate the effectiveness of its 
risk management, control and governance processes, taking into 
account public sector internal auditing standards or guidance.  These 
standards are the Public Sector Internal Audit Standards (PSIAS) and the 
Local Government Application Note (LGAN) to the Standards.

2.4 Regular reporting to Audit and Assurance Committee enables emerging 
issues to be identified during the year.



3.0 RECOMMENDATION

3.1 Members are asked to note the progress and the outcomes of internal 
audit work.

4.0 BACKGROUND

4.1 All local authorities must make proper provision for internal audit in line with 
the 1972 Local Government Act. The Accounts and Audit Regulations 2015 
require the Council to undertake an effective internal audit to evaluate the 
effectiveness of its risk management, control and governance processes, 
taking into account public sector internal auditing standards or guidance.  
These standards are the Public Sector Internal Audit Standards (PSIAS) and 
the Local Government Application Note (LGAN) to the Standards.  

4.2 Internal audit is responsible for providing independent assurance to the 
Council’s senior management and to the Audit and Assurance Committee on 
the systems of governance, risk management and internal control.

4.3 It is management’s responsibility to establish and maintain internal control 
systems and to ensure that resources are properly applied, risks appropriately 
managed in line with acceptable tolerances and that outcomes are achieved. 
Management is responsible for the system of internal control and should set in 
place policies, procedures and checks to ensure that controls are operating 
effectively. 

4.4 The internal audit plan for 2017/18 was prepared using a risk-based approach 
and following consultation with senior management to ensure that internal 
audit coverage is focused on the areas of highest risk to the council.  The plan 
has been prepared to allow the production of the annual internal audit opinion 
as required by the PSIAS.

4.5 This report provides an update on the work of internal audit up to 31 January 
2018 and includes a summary of the outcomes of audit reviews completed in 
the period.  This includes work carried forward from the 2016/17 audit plan.

Outcomes from Audit Reports to 31 January

4.6 Audits completed to final report stage at 31 January comprise 13 risk based 
audit reviews, four school audits, and four follow ups of previous audits.  The 
% of reports resulting in Reasonable or higher assurance is 71%.    

4.7 A further five audits have been completed to draft report stage.  When these 
reports are also taken into account, the level of Reasonable / Substantial 
assurance is 65% which remains an increase from the same period last year 
when the figure was 56%.

4.8 Of particular note are the increased assurance levels in relation to the five 
reported follow up audits; ICT Security, Focus Families, Traded Services and 
Agency Staff (all finalised) and Data Quality (report in draft).  All have received 
revised assurance opinions from Partial to Reasonable as a result of improved 
controls following the original audit reviews. 

4.9 The detailed outcomes from each finalised audit are shown in Appendix 1.



Draft Reports Issued to 31 January

4.10 Five audits have been completed to draft report stage and the initial outcomes 
are reported below.  This section responds to the Committee’s request to have 
an early indication of the outcomes of internal audit reviews. Should additional 
information or evidence be received through the closeout process, the initial 
assessment may be revised prior to finalisation of the report.

Directorate Audit Date of issue 
of draft report

Initial audit 
assurance level

Children & 
Families 
Services

Early Help 0-12 20/06/17 Partial

Economy & 
Highways

Bridge Inspections 03/11/17 Partial

Economy & 
Highways

Flood Risk Management 19/12/17 Reasonable

Health, Care & 
Communities

Quality Assurance over 
Care Providers

25/01/18 Partial

Resources & 
Transformation

Data Quality follow up 25/01/18 Reasonable

Progress against audit plans

4.11 The table below shows the number of internal audit reviews completed, in 
progress and still to be started for both the 2016/17 and 2017/18 audit plans.  
Further detail is provided at Appendix 2.

Audit plan year Audit Status Number 
of 
reviews

Risk based Audits completed

Follow ups completed

8

2

2016/17

Risk based Audits in progress

Follow ups in progress

6

1

2017/18 Audits completed
Risk based
Grant Claims
Schools
Follow up audits

5
1
4
2



Audits in progress
Risk based
Grant Claims 
Follow up audits
Schools

13
0
11
0

Audits not yet started / not yet 
due
Risk based audits
Schools 
Follow up audits

6
2
10

Audit work in Health, Care & Communities Directorate

4.12 As at 31 January, there is only one audit completed to draft report stage in 
Health, Care & Communities Directorate, and no audits have yet been 
finalised.  This has been a result of a number of factors including; changes in 
the management team during the year, the CQC inspection during February 
2018, other pressures within the directorate and delays in starting 2018/19 
work while 2016/17 audits were still being closed out during quarter 1.

4.13 There are currently three audits within the directorate in progress; Financial 
Arrangements for Learning Disabilities (2016/17 audit), Direct Payments / 
Individual Service Funds and Quality Assurance over Care Provision.  It is 
expected that these will be completed in time to prepare the annual report and 
opinion statement.

4.14 The status of the remaining five planned audits are as follows:

 Safeguarding (2016/17 audit) – not yet started, this has been re risk-
assessed and included as a new audit within the proposed 2018/19 audit 
plan.

 Homecare Commissioning – initial meeting rearranged by client from 
November to February, audit is now expected to be concluded in 2018/19.

 Allocation of personal budgets – scope agreed, initial meeting delayed at 
client’s request due to CQC inspection.  Audit is expected to re-commence 
toward the end of February and will be concluded during 2018/19.

 Adults with complex needs – scope agreed, but audit delayed due to high 
number of audits already in progress / due to start in this Assistant 
Director’s service area.  This audit has now been re-risk assessed and 
included in the 2018/19 plan.

 Payments to Care Providers – audit was due in quarter 4, but has not yet 
been started.  This has been re risk-assessed as part of 2018/19 planning 
and it is not proposed to include this within the 2018/19 plan. 



4.15 It is anticipated that potentially three out of eight planned audits can now be 
concluded within the year.  It is anticipated that the outcomes from this limited 
audit coverage of this directorate compared to the plan will be reflected in the 
annual assurance opinion for 2018/19.

Customer Feedback

4.16 Following a request at CMT for audit clients to complete the customer 
feedback forms issued at the end of each audit, we have received five 
feedback forms in the period.  Overall satisfaction with the audit service is at 
99% with the following comments received:

 I found the process to be very useful and an opportunity to reflect back on 
where we were and how far we had come.

 Even though the area of work was not familiar to the auditor, she picked it 
up very quickly and asked pertinent questions, which made my contribution 
much easier.

 I found the whole experience to be really useful.

 The auditor was very professional and non-judgemental throughout and 
listened when we discussed the unique elements of our service – this was 
reflected in the findings, report and recommendations.

 All requests made by [name of auditor] were clearly identified and 
timescales were both realistic and manageable

 I thought the Audit team in a short period of time understood the principles 
around the [service] and provided some useful areas for development.

4.17 All feedback is shared with the team and used to inform future service delivery 
and development.

Niki Parker, Group Audit Manager
7 February 2018

APPENDICES

Appendix 1:  Summary of Final reports issued to 31 January 2018
Appendix 2: Progress on all risk based audits from the 2016/17 and 2017/18 

audit plans
Appendix 3: internal audit performance measures to 31 January 2018

IMPLICATIONS

Staffing: none
Financial: none
Property: none
Electoral Division(s): none



Executive Decision No*

Key Decision No*

If a Key Decision, is the proposal published in the current Forward Plan? N/A*

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
[including Local Committees]

No previous relevant decisions

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny

BACKGROUND PAPERS

No background papers

Contact: Niki Parker, 01228 226261, niki.parker@cumbria.gov.uk

mailto:niki.parker@cumbria.gov.uk


APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

CHILDREN AND FAMILY SERVICES

Periodic 
Payments to 
External 
Providers

05/04/17 14/06/17 18/07/17 Limited
High Priority: 6
Medium Priority: 2
Advisory: 0

Scope: to provide assurance over 
management’s arrangements for ensuring:

 Payments are made in accordance 
with Council’s financial policies and 
procedures (including accuracy and 
timeliness).

 Payments are made in line with 
contractual agreements with external 
providers.

 Clear communication of financial policy 
and procedures internally and to 
external providers.

 Prevention, detection and recovery of 
any overpayments

High priority issues identified were:
 Risks to the Periodic Payments 

function have not been identified, 
assessed or monitored.

 Targets/objectives around the Periodic 
Payments function have not been set.

 Roles and responsibilities have not 
been identified, defined and allocated.

 There are no defined, documented and 
approved policies and procedures in 
operation.



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Placement changes are not being 
communicated to the Children’s 
Services Payments team on a regular 
or timely basis; there are no 
arrangements in place to ensure any 
changes communicated to the team 
are acted upon when received.

 Monthly payment runs (which are high 
value) are not subject to review or 
authorisation prior to payments being 
made

St Bridget’s 
Primary 
School, Parton

n/a 15/02/17 19/07/17 Partial
High Priority: 1
Medium Priority: 11
Advisory: 4

The audit followed our standard programme 
for school audit visits.  High and Medium 
priority recommendations were made in the 
following areas:

 Improvements in reconciliations 
between school records and the e5 
system

 Completion of financial skills matrices

 Updating of business interest forms

 Formalisation of the approval of 
Finance Committee Terms of 
Reference

 Update and sign-off of policy for 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

financial delegation

 Documentation of financial procedures

 Improved recording of financial 
position in Governing Body minutes

 Improved communication of counter-
fraud and whistleblowing policies

 Improved coding and recording of 
income received

 Improvements to disaster recovery and 
crisis management plans

 Improved arrangements for the write-
off and disposal of redundant and 
damaged items

 Improved arrangements for retaining 
and monitoring contracts with external 
providers

Emergency 
Duty Team

05/04/17 30/06/17 07/08/17 Partial
High Priority: 2
Medium Priority: 3
Advisory: 5

Scope: to provide assurance over 
management’s arrangements for:

 Roles, responsibilities and 
procedures 

 Best use of staff resources 
(including work flow patterns and 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

resilience).
 Information systems and transfer of 

data from EDT to case workers
 Staff training
 Lone working arrangements (and 

management of other EDT specific 
risks).

High and medium priority actions were 
agreed in the following areas:

 Risk Management

 Management information to enable 
effective decision making and 
performance management

 Progressing the planned staffing 
structure review and clarification of 
roles and responsibilities

 Documenting procedures to ensure 
consistency in service delivery

Focus Families 
Follow Up 
audit

n/a 14/09/17 10/11/17 Reasonable
High Priority: 0

Good progress has been made on 
implementing the agreed actions from the 
2015 audit of Focus Families, with 5 of the 7 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Medium Priority: 2
Advisory: 0

recommendations fully implemented and 2 
where progress has been made but further 
actions are still required, these are:

 Implement the new governance 
arrangements around Focus Families, 
as agreed by CMT.

 Further develop the written procedures 
to clarify expectations around record 
keeping and the evidencing of 
achievements, and better define 
individual roles and responsibilities for 
data.

Seascale 
Primary School

n/a 25/07/2017 06/09/2017 Reasonable
High Priority: 0
Medium Priority: 7
Advisory: 8

The audit followed our standard programme 
for a school audit visit.  Medium priority 
recommendations were made in respect of:

 Annual financial skills assessments 
for Governors and staff have not 
been undertaken;

 The school’s  Finance Committee 
does not have a Chair

 There is no evidence of Governor 
review of policies and key 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

documents;

 Finance Committee minutes and 
the Head Teacher’s report do not 
show which monthly financial 
reports they relate to and the 
financial position of the school is 
not clearly recorded in committee 
minutes;

 Declarations of Interest are not 
made at Finance Committee 
meetings;

 Monthly reconciliations of 
timesheets and e5 tabs are not 
signed as evidence of who 
undertook the monthly 
reconciliation and review;

 The school does not have a 
Counter Fraud policy; the 
Whistleblowing policy is out of date.

Our Lady of 
the Rosary, 
Dalton In 
Furness

n/a 16/08/17 12/09/17 Reasonable
High Priority: 0
Medium Priority: 5

The audit followed our standard methodology 
for a school audit visit.

Medium priority recommendations were made 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Advisory: 9 in the areas of:

 Formalising the contract with the 
school’s bursar who works across 
several schools

 Ensuring there is a signed contract 
with the external payroll provider

 Ensuring there is sign off of goods 
received before payment is made

 Ensuring the outstanding fire risk 
assessment is completed

 Ensuring the school’s risk register is 
reviewed by the full governing body

St Martin’s & 
St Mary’s 

13/06/17 27/09/17 10/11/17 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 5

The audit followed our standard methodology 
for a school audit visit.

Medium priority recommendations were made 
in the areas of:

 Providing further detail in the Financial 
Procedures Manual to explain how 
financial processes are expected to be 
undertaken



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Ensuring declarations of interest are 
made by the Governing Body and 
Committees in accordance with the 
Council’s Scheme for Financing 
Schools

 Ensuring bank reconciliations are 
signed and dated and independently 
reviewed

 Raising awareness of the Counter-
Fraud and Whistleblowing policies.

 Ensuring that purchase orders are 
signed in line with the scheme of 
delegation

 Ensuring the Crisis Management Plan 
is approved by the Governing Body 
and arrangements are in place to test 
this.

Youth 
Offending 
Services

12/06/2017 16/10/2017 28/11/2017 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 2

Scope: To provide assurance over 
arrangements for:

 Funding Arrangements,

 Service Planning,



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Performance Monitoring,

 Governance Arrangements.

Medium priority recommendations were made 
in the following areas:

 Performance management 
arrangements – setting of SMART 
objectives and the production and 
reporting of performance management 
information for the service

 The production of a risk register for the 
service

 The preparation of formal up to date 
agreements between the service and 
all its partner organisations

 Improvements to budget management 
information provided to the 
Management Board to include the 
current financial position, actual 
figures, or information on the likely 
year end position

 Ensuring that  staff are aware of 
information sharing protocols and that 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

they undertake the required annual 
information security training

Early Help 11-
19

12/06/2017 19/10/2017 28/11/2017 Reasonable
High Priority: 0
Medium Priority: 0
Advisory: 2

Scope: to provide assurance over 
arrangements for:

 Service planning;

 Performance monitoring;

 Budgetary control;

 Follow up of relevant audit 
recommendations from the audit of 
transition arrangements undertaken 
in 2015.

The audit identified a number of strengths 
including:

 The preparation and approval of a 
revised Early Help Strategy.

 A new suite of performance indicators 
has been produced which expand on 
the Service Plan KPIs.

 Risks have been identified in a service 
risk register with mitigating actions and 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

subject to regular review.

The two recommendations made in the audit 
were of an advisory nature only.



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

CUMBRIA FIRE AND RESCUE

Fire Safety 
Inspection 
Programme

28/07/2017 15/11/2017 12/12/2017 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 2

Scope: to provide assurance over the 
arrangements for:

 Direction of the activity (Specifically 
its linkage to the CFRS Service 
Plan and Integrated Risk 
Management Plan (IRMP)).

 Compliance with statutory 
requirements and any local 
policies/procedures

 Focus of inspections and risk 
assessment process

 Maintenance of property inspection 
database

 Effectiveness of the inspection 
process including follow-up and 
enforcement

 Staffing capacity and capability
The audit identified a number of strengths.  
Medium priority recommendations were made 
to improve the arrangements in relation to:

 Risk management

 Inspection targets



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Improved accuracy of performance 
management information and evidence 
of review and discussion of this.

 Improvements in training plan and 
records of training undertaken

 Consistent retention of authorisation of 
enforcement & prohibition notices

 Completeness of the Fire Safety 
Inspection Programme Database



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

ECONOMY AND HIGHWAYS DIRECTORATE

Capital 
Receipts

19/09/16 31/05/17 19/09/17 Reasonable
High Priority: 0

Medium Priority: 3

Advisory: 2

Scope: to provide assurance over 
management’s arrangements for:

 Policies and procedures

 Roles and responsibilities

The audit identified strengths in respect of:

 There is an approved disposal policy 
which was consulted upon prior to its 
approval; and

 There is an open market sales 
procedure documented within the 
property disposal policy which sets out 
the disposal options available and the 
aim of each disposal

Medium Priority issues identified were:

 The scheme of delegation does not 
clearly cover land and property 
sales, and authorisation levels in it 
differ to delegations stated in the 
property disposals policy and the 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

approvals given for sales.

 Responsibility for the property 
disposal policy has not been clearly 
communicated.

 There is no arrangement in place to 
ensure all aspects of the property 
disposal policy are complied with.

Cumbria 
Growth Deal 
grant claim 
audit

n/a n/a 11/10/17 Claim signed with no 
adjustments

n/a

Parking 
Enforcement

21/02/2017 06/07/2017 22/12/2017 Partial
High Priority: 1

Medium Priority: 2

Advisory: 0

Scope: to provide assurance over the 
arrangements for governance, risk 
management and internal control in relation to 
Policies and Procedures.

Recommendations were made for 
improvement in:

 Defining and documenting roles, 
responsibilities and procedures for the 
service.

 Monitoring and reporting on delivery of 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

the stated aims within the Parking 
Enforcement Policy.

 Centralising information on complaints 
received by the service in order to 
identify themes and use the 
information for service improvement.



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

HEALTH CARE AND COMMUNITY SERVICES
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Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

RESOURCES & TRANSFORMATION

Accounts 
Receivable

02/02/17 07/06/17 31/07/17 Reasonable
High Priority: 0

Medium Priority: 5

Advisory: 1

Scope: to provide assurance over 
management’s arrangements for:

 Segregation of duties

 Write offs and cancellations

 Measures in place to prevent 
fraudulent activity

Strengths identified by the audit included:

 Roles and responsibilities have 
been clearly defined.

 An approved, documented and 
communicated Anti-Fraud policy is 
in place and all accounts receivable 
staff have received recent training 
on how to apply it.

 Write-offs are fully documented 
with supporting evidence.

 Robust procedures are in place to 
ensure all recovery options are 
exhausted before a write-off is 
authorised.

 Management have fully considered 
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Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

and assessed arrangements to 
separate duties and minimise the 
risk of fraud and error through 
system access permissions.

Medium priority issues identified were:

 Risk management arrangements 
are not in place for the accounts 
receivable function.

 There are no objectives/targets set 
around the accounts receivable 
function.

 The monthly debt report issued to 
directorates by the accounts 
receivable team has not been in 
operation for over 12 months.

 Quality assurance checks are not 
being carried out on debtors’ 
invoices.

 There is no scrutiny of cancelled 
debtors’ invoices.

ICT Projects 30/01/17 21/06/17 31/07/17 Partial
High Priority: 1
Medium Priority: 6

Scope: to provide assurance over 
management’s arrangements for:

 Prioritising and funding projects

 Ensuring planned priorities and 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Advisory: 0 benefits are realised
High and Medium priority issues identified 
were:

 There is no arrangement in place to 
ensure the realisation of planned 
project objectives and benefits

 The ICT toolkit does not reflect all 
management requirements and had 
not been followed in all cases.

 Generating the project priority level 
both manually and through the 
ServiceNow system has resulted in 
instances where priority levels have 
differed.

 Decisions taken on approval of 
documents, authority to approve single 
milestone PIDs and budgets allocated 
to projects are not always clearly 
documented.

 The terms of reference for the 
Programme Management Office 
includes providing scrutiny and 
challenge on new and emerging 
projects but this is not always clearly 
demonstrated.



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 There is no defined methodology for 
funding or approving projects and 
there are inconsistencies in when ICT 
are made aware of upcoming projects.

 A mechanism is not currently in place 
to allow project managers to accurately 
monitor budgets allocated to them.

Cyber Security 09/03/17 04/09/17 02/10/17 Reasonable
High Priority: 0
Medium Priority: 4
Advisory: 0

Scope: To provide assurance over the 
arrangements for:

 Maintaining awareness of constantly 
evolving cyber risks.

 Defence mechanisms against cyber-
attacks.

 Access controls.
 Policies, training and awareness raising.
 Home working.
 System and network monitoring
The audit identified a number of strengths, 
including:

Ensuring the Information Security Policy 
reflects good practice

Mechanisms to give assurance to the SIRO 
on information security and cyber risk matters



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Effective risk management arrangements

Regular penetration testing

Medium priority recommendations were made 
in the areas of:

 Strengthened governance around 
information and cyber security, 
including the identification of 
Information Asset Owners

 Further awareness raising of cyber 
risks

 Ensuring that there is clarity over 
senior management’s expectations of 
staff to complete ICT security training

 Improved internal monitoring of ICT 
systems for unusual activity.

Information 
Security follow 
up audit

n/a 04/04/17 30/08/17 Reasonable

High Priority: 0
Medium Priority: 2
Advisory: 1

Good progress has been made on 
implementing the agreed actions from the 
2015 audit of Information Security.  A small 
number of actions remain to be fully assured, 
these relate to:



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Ensuring the risks around external 
partner access to Council systems are 
managed and monitored

 Continuing to monitor and increase 
uptake of the mandatory ICT security 
e-learning training

 Consolidation of ICT policies

Accounts 
Payable

26/06/2017 29/11/2017 30/01/2018 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 4

Scope: to provide assurance over the 
arrangements for:

 Policy and Procedures,

 Permissions, Roles and 
Responsibilities, 

 Performance Monitoring and 
Reporting.

Medium priority recommendations were made 
to strengthen the arrangements in relation to:

 Setting objectives for the Accounts 
Payable service

 Setting of personal objectives for staff 
and recording of appraisals on the 
Trent HR system

 Regular review of the service risk 
register



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Assurance over checks on new 
suppliers new suppliers who are paid 
via Payment Requisition or Direct 
Payments

 Ensuring all payments are authorised 
in accordance with the Council’s 
Scheme of Delegation

 Ensuring all potential duplicate 
payments are identified

Insurance 25/07/2017 18/10/2017 29/01/2018 Substantial

High Priority: 0

Medium Priority: 0

Advisory: 3

Scope: to provide assurance over the 
arrangements for:

 Compliance with the Insurance Act 
2015 (implemented August 2016)

 New claims management system

 Policies and procedures
Recommendations made were of an advisory 
nature only.

Agency Staff 
Follow Up

n/a 09/11/2017 26/01/2018 Reasonable All seven original recommendations had been 
fully implemented.  The follow up made one 
further recommendation to introduce central 
oversight to ensure compliance with the 
Externally Provided Workforce (EPW) Policy.

Traded 
Services follow 

n/a 13/12/2017 26/01/2018 Reasonable Seven of the ten original recommendations 
have been fully implemented.  The follow up 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

up audit has re-stated recommendation relating 
to:

 The preparation of team plans detailing 
objectives and performance measures 
for parts of the service

 Operational risk management 
arrangements

 Development of a service level 
agreement for the Learning Support 
Service

Ethical Policies 12/01/2016 6/10/2017 14/02/2018 Partial

High Priority: 2

Medium Priority: 5

Advisory: 0

Scope: to provide assurance over the 
arrangements for:

 Defining an ethical policy.

 The adequacy and effectiveness of 
the review of the suite of ethical 
policies

The audit made recommendations for further 
development in the areas of:

 Developing a counter-fraud strategy

 Verification of evidence supporting 
annual AD assurance statements

 Reviewing the schedule of ethical 
policies and clarifying roles and 



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 JANUARY 2018

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

responsibilities for these

 Strengthening fraud risk management 
arrangements

 Providing training on the ethical 
policies

 Providing guidance on development of 
operational policies and on how 
compliance will be monitored

Good progress has been made on delivering 
governance training for managers and on 
communicating the ethical polices to staff 
since the audit work was concluded.
Guidance has been prepared for the 
development of operational policies and 
strategies.
Guidance and a template have been shared 
with all managers to ensure that gifts, 
hospitality and business interests are 
declared and managed.



APPENDIX 2 – PROGRESS ON AUDIT WORK FROM 2016/17 AND 2017/18 AUDIT PLANS

Directorate / Audit type Audit Planned days Stage
2016/17 Plan

Corporate Review Ethical Policies (rolled forward from 2015/16 plan) 25 Completed

Follow up Focus Families (rolled forward from 2015/16 plan) 5 Completed

Follow up Connecting Cumbria (rolled forward from 2015/16 
plan)

5 Fieldwork

Children & Families Periodic Payments to external providers 20 Completed

Children & Families Emergency Duty Team 20 Completed

Children & Families Early Help (0-12) 20 Awaiting corporate 
director sign-off

Corporate Review Risk Management 25 Fieldwork

Economy & Highways Capital Receipts 20 Completed

Economy & Highways Statutory Compliance 20 Draft report prepared

Economy & Highways Car Parking Enforcement 20 Completed

Health & Care Services Safeguarding 20 Not yet started

Health & Care Services Financial arrangements for Learning Disabilities 20 Fieldwork

Health & Care Services Homecare Commissioning 20 Scope agreed, but 
commencement of 
the audit delayed.

Financial System Accounts Receivable 15 Completed

Follow up Information Security 5 Completed



APPENDIX 2 – PROGRESS ON AUDIT WORK FROM 2016/17 AND 2017/18 AUDIT PLANS

Directorate / Audit type Audit Planned days Stage

Resources & Transformation ICT Projects 20 Completed

Resources & Transformation Cyber risks 20 Completed

2017/18 Plan

Children & Families Children with Complex Needs 20 Scoping meeting 
2/2/18

Children & Families Youth Offending Service 20 Completed

Children & Families Child Placements 20 Fieldwork

Children & Families Early Help (11-19) 20 Completed

Children & Families Social Worker Recruitment / Retention 20 Fieldwork

Children & Families School audit visits 60 Visits underway

Cumbria Fire & Rescue Risk Based Fire Safety Inspection 20 Completed

Economy & Highways Waste Contract 20 Not yet started

Economy & Highways Bridge Inspections 20 With Corporate 
Director for sign off

Economy & Highways Winter Resilience 20 Fieldwork

Economy & Highways Health & Safety 20 Fieldwork

Economy & Highways Highways Operational Delivery 20 Not yet started

Economy & Highways Flood Risk Management 20 Draft report issued

Health, Care & Communities Direct Payments / Individual service funds 20 Fieldwork



APPENDIX 2 – PROGRESS ON AUDIT WORK FROM 2016/17 AND 2017/18 AUDIT PLANS

Directorate / Audit type Audit Planned days Stage
Health, Care & Communities Payments to Care Providers 20 Not yet started

Health, Care & Communities Quality Assurance over Care Provision 20 Draft report issued

Health, Care & Communities Allocation of Personal Budgets 20 Not yet started

Health, Care & Communities Adults with Complex Needs 20 Not yet started

Resources & Transformation Sickness Absence Management 20 Fieldwork

Resources & Transformation IT Business Continuity 20 Fieldwork

Resources & Transformation Digital Transition 20 Fieldwork

Resources & Transformation Project Management 20 Fieldwork

Financial System Accounts Payable 20 Completed

Financial System Insurance 15 Completed

Financial System Controcc 15 Scoping meeting 
9/2/18

Follow up Traded Services (2014/15) 5 Completed

Follow up Data Quality (2015/16) 5 Draft report issued

Follow up IT Strategy (2015/16) 5 Due March 2018

Follow up Transition from Children’s Service to Health & 
Care Services (2015/16)

5 Management update 
requested 12/9/17

Follow up Highways Area Offices (2015/16) 5 Management Update 
requested 13/9/17

Follow up Highways Supply Chain (2015/16) 5 Due for follow up

Follow up Agency Staff (2015/16) 5 Completed 



APPENDIX 2 – PROGRESS ON AUDIT WORK FROM 2016/17 AND 2017/18 AUDIT PLANS

Directorate / Audit type Audit Planned days Stage
Follow up Public Health – Health Protection (2015/16) 5 Draft report prepared

Follow up Fire & Rescue – Staff Training (2016/17) 5 Fieldwork

Follow up Fire & Rescue – Accident Reporting (2016/17) 5 Due to start Jan 2018

Follow up Section 38 Agreements (2016/17) 5 Due to start Dec 
2017, awaiting 
corporate director 
sign off of original 
audit

Follow up Direct Payments (Children and Families Services) 
(2016/17)

5 Management update 
statement issued 8 
Jan 2018

Follow up Concessionary Travel (2016/17) 5 Management update 
statement issued 5 
Feb 2018

Follow up Social Work Practice (2016/17) 5 Management update 
statement issued 6 
Feb 2018

Follow up Care Act Implementation (2015/16) 5 Due for follow up

Follow up Learning Disabilities Pooled Fund (2015/16) 5 Due for follow up

Follow up Multi-Agency Safeguarding Hub (2016/17) – joint 
follow up between County Council and Police.

5 Management update 
statement issued 30 
Nov 2017, reminder 
sent on 9 Jan 2018.



APPENDIX 2 – PROGRESS ON AUDIT WORK FROM 2016/17 AND 2017/18 AUDIT PLANS

Directorate / Audit type Audit Planned days Stage
Follow up Coroner’s Service (2016/17) 5 Management update 

statement issued 6 
Feb 2018

Follow up Employee Expenses (2016/17) 5 Due to start April 
2018

Follow up Periodic Payments to Foster Carers (2016/17) 5 Management update 
statement issued 12 
Jan 2018

Follow up ICT Projects (2016/17) 5 Due to start Feb 2018

Follow up Emergency Duty Team 5 Due to start March 
2018

Follow up Early Help 0-12 5 To be scheduled once 
report signed off



Measure Description Target Actual Explanations for 
variances / 
remedial action 
required

Completion of 
audit plan

% of audits 
completed to draft / 
final report

34% 44% Target taken from 
actual figure in 
previous year 
(2015/16)

Audit scopes 
agreed

Scoping meeting to 
be held for every risk 
based audit and 
client notification 
issued prior to 
commencement of 
fieldwork.

100% 100%

Draft reports 
issued by agreed 
deadline

Draft reports to be 
issued in line with 
agreed deadline or 
formally approved 
revised deadline 
where issues arise 
during fieldwork.

70% 93%

Timeliness of final 
reports

% of final reports 
issued for corporate 
director comments 
within five working 
days of management 
response or closeout 
meeting (where no 
additional work is 
required to be 
undertaken)

90% 75% One report delayed 
due to leave within 
audit

Recommendations 
agreed

% of high / medium 
priority 
recommendations 
accepted by 
management

95% 100%

Assignment 
completion

% of individual 
reviews completed to 
required standard 
within target days or 
prior approval of 
extension by audit 
manager.

75% 75%

Quality assurance % of QA checks 100% 100%



Measure Description Target Actual Explanations for 
variances / 
remedial action 
required

checks completed completed

Customer 
Feedback

% of customer 
satisfaction survey 
scoring the service as 
good.

80% 99% five feedback forms 
received

Chargeable time % of available auditor 
time directly 
chargeable to audit 
jobs.

80% 80.5%


